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% of Scenaric Runs

HISTORICAL RUN RESULTS

100

Overall Prevention

Overall Detection
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BAS(Breach & Attack Simulation)

BAS(breach & attack simulation)&?
Gartner® ATLES0] O FE, J}4} DAl 9 7|E ACHS AFRI0] AIE{ 0| = QImatol| CHat KK

B2%7|(Li% 91%, Z01 015 L CI0IE| RF E3NS X4H0| T YR A0 T 4 U E

Hype Cycle for Security Operations, 2023

= BAS(Breach & Attack Simulation) - AfO|H{ BI0{2} Q| =SHH 2
£-50l=X| HAESt 2 AF0H7| 2{el He| W= ofl=2|0]d g T
External Attack Surface Management \ Breach and Attack Simulation
Identity Threat Detection and Response ( XDR
Penetration Testing as a Service
Gartner calls BAS a 2
V/L 7 i CAASM
Top Security and Risk Management Trend” B sy S —
E Z.{TnlﬁT.:ﬁfn;rfEh:w () Digital Risk Protection Services S'E_Ffd
[rv] Endpoint Detection .
% ‘ Managed SIEM Services andﬂesmsﬁ/
. . Exposure Management it h
» 2022-23'3 Gartner Hype Cycle for Security Operations - peak of ’”Emmr:\.dicuri.,“ iw
inflated expectations \,,/ -
/LTh at Intelligen
. . - Products an Servlces
» 20213 Gartner Top Security and Risk Management Trends &g} enertie CybasacuyAl MRS ] 01l e
Cybersecurity
. . Mesh Architecture As of July 2023
. 201 7L'|j Gartﬂer Hype CyC|e Threat_FaC|ng TGChﬂO'OgleS - Innovation Peak of Inflated Trough of Slope of Plateau of
. . Trigger Expectations Disillusionment Enlightenment Productivit
Innovation Trigger N ' e ’ y

Plateau will be reached: O <2yrs. © 2-5yrs. @ 5-10yrs. A >10yrs. @ Obsolete before plateau

Gartner
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AttacklQ BAS &&=

= MITRE ATT&CK Matrix ?|8t2| BAS(Breach & Attack Simulation) SE1=

1 MITRE ATT&CK 7|20 2 FO|El SHXt A|LIZ|2E SO0 Hot £FM49| &gt
in Breach & Attack Simulation 52 HElo| 2 P== AlE8[0]4 ot AN 2 S 20| Z-d50| oMol EXEE
ATTACKIQ AAR FCESIN L3 += YRStz FHE

> . > S
Deploy Test Point Run Scenarios Review Results
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AttacklQ BAS A{H|A

= XZo| 33 oAl T @ Hoj et MEHE &~ Q1= BAS(Breach & Attack Simulation) AH|A

AttacklQ Flex

A7 A3 | AED} HQS T2S
st Cie, ofjoHER|A

oot 2
ME|AE B AE

Self Service
Validation you run on your own

| =

AttacklQ Ready!

XI|®QI E|AED} LS XX 9ot
BAS AH|A
Full Service

Validation we run for you

@
AttacklQ Enterprise
AXM=X| E22F MK E H|AESID

AttacklQQ| FA| 7|5 20| Jps st
T2 2Ha|s BAS AfH|A

Customer Managed
Validation we run with you

SOFTLEAcC

12

ATTACKIQ



AttackiQ BAS AMH[A

Continuous Security Validation
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Threat Modelling
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MITRE ATT&CK & Threat-Informed Defense

20| FtS UI’% It540] 71 =2 Pl CHSt X| A4S AHE3H0 MITRE

ATT&CK® 2|30 Y=l it 22 MCfXQl SHF0f| CHSt E9L MO E
HAESID X&Est=O| M SLC}

@ READY!
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AttacklQ BAS A{H|A

AttacklQ Platform

Security Agentless Test- BAS-as-a-Service Adversary
Control as-a-Seryice (Full Service) Emulation
Baseline (Self Service)
SECURITY STACK
- B -
= A = @
= = :
................................. ,@5 eV —
s NGFW! DLP —=
Email EDR
............................................................................... 5
INFRASTRUCTURE
Servers Endpoints LZ Cloud ¢ Branch éﬂ%
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AttacklQ BAS A{H|A H|wd

Security Control Baseline Validation

Threat Emulation

Reporting

Remediation Guidance

BoundaryPosture Management
AdversaryLibrary Access

Curated Adversary Research Team Content
Testingin Production and at Scale

AttacklQ Notebooks

Customizable Dashboards

Point in Time

Self-Contained
Test Package

v

X X X <« X X <

Weekly and Monthly
Customizable Test

v
v
v
Partial
v
Up to 5Test Points
X
X

allthe Time
Customizable Test

v
v
v
Full
v
Up to 500 Test Points
Add-on

v
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AttacklQ Flex 7
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Kimsuky - 2023-03 - Compiled HTML Help (CHM) File Leads USER-based Infection Chain
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Lazarus Group - 2023-03 - 3CXDesktopApp Supply Chain Compromise (O 5 Credits
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AttacklQ Flex E|AE &4
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Attack Flow Atomic Testing Packet Capture Replay

2X SAX lS Al=20]H 2 Al 715 AlE0ld BH Lo HIAEES 2ot
HES3 E2fH Al==|0|4

@ Adversary Campaigns @ One-Click and Done Security Control @ Baseline Tests @ CISA Alerts
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AttacklQ Flex QIE{I{|O|A & EH 11

\:.');-"LEX
Capabilities [CiSA AAZ3-1294] Turla - Hurting Russian Intelligence "Snake” Malware

-]

—_—— \DFLEX
Findings

Freverttion capahilty s evaluated by analyzing the adversary emadation assessment at each attack stage that was
executed. Each attack stage is made up of scenarios that can be mapped 10 MITRE ATTACK TTFs. The findings
- - below detail the preventicn capability of each stage cf the attack (Tabie ), sirengths and gaps of stages that were
= L mapped to MITRE ATT me sinra avacsdad and

Flex
Interface

relevamt MITRE ATTACK lel:lrllfu == ‘;:r;‘rlm' S Imv;::(;::;;;: Injecicns
A Summary Attackig Refiective DL Injection
Security Adversary ions | Torigs it secive

secommendations: Uize £
L] Frevention Capabiity Frotectian Platiom [EFP] :

-
Baseline Emulation : e DL mcin (DFLEX

(IRERERS — o B datect and neutralize malil
Smge Preven e application whitalisting or
(| .
— (Ratio) ™l laaded ino memory. Mani Executive Summary
behawious. Unusual proces
Barent processor a proces
- security context may indic:
agel af downlaading or opening  acme used Attackil) Flex 1o evaluate their security prevention capabilities against CISA AA23-1294 - Turla using an
L Stage2 mﬁ-;m-g\al»w using Rl auxklmdmummmm.nn This evaluated the of scme's security
Staged ] infarmation. [Hitps//deptt oo mrtin 1 the threst group tactics, techniques, and procedures (TTPs). The
=" Shage+ : assessment was executed an O7/03/2023. ‘Attacks identifet security risks and provides recommendations
. ] ; ) enhancing acme's security pasture. This report includes details on the assessment methadalogy, insights, findings,
Detncts non interactive b 31 recommendations for stdressing each issue.
with a nan-user GUI proces

This graph covers the averall capabiliti
sk clacryph 2 ade e Sk i acme achisved a Prevention Baseline Effectiveness Score of 63 (Table 1], reflecting their ability 1o counter
maryy hands-on keyhoand actiilies to ¢ i Slgma Fuke: Poterelzl | ddversarial tactics of the [CISA AA23-1294] Turla - Hunting Russian Intelligence “Snake” Malware. Mare details on
graph saws for the loading of additio Detects raw disk accessusi | this seore £an be faund in the Appendix.

suspicious locatians {hea:

defense evasion atbempts

Attackh) CISA AAZ3-1294 - Turla Security Prevention Effectiveness Scare
Details by Attack Stage o

Recommendations Tabibe 3: b CI5A AATI-LI9A - Turld Sacurity Praventios Effectiveness Scors

This section outines detafed fi
steps for [CISA 1294 Tur|
e foemian 1o ndicate whict
Fecemmendations for these fin

R e po rtl n g Scenaria Aeflective DLL injection 1
Astackig Refective DL Injection
Recommendations To mitigace the “Refiective
recommendations: Use En
Frotection Platform [EFF] ¢
s Aeflectve DLL Injection,
detect and neutralize malit
amplicatian whitelsting or
lnaded into memory. Mari o
behawious. Unusual proces Global Pravention Effectiveness Scora Banchmark (25%)
parent process.or a proces
sacurity comext may indici
of dawnlaading or open
contain matwars usng
information. [http/deptt
Ihttps:/jdopthsscurty.com  Assessment Sape

1t

did Sigma Bide: on inter sing 1 c e, an at mutation of CISA AAZ
Detects non-interactive Pa Techniques,
with a pan-user GUI proces an 1 Test Paint within acm
eness Score. The ultimat

ages. The
determine the CISA AAX3-1294 -
jective of the emulation was emulal

Turla Securty PrevertionEfi
allawing.

dd 5|gma Bule: Potentlal |
Detects raw disk access usi
suspicious locatians (heav:
defense evasan attempts

nitial Access - Malware Delivery

ul o =2 =] 15 : Malware:
—6—74 H H:‘|=|'I % ;,<| O‘IIEE |O | *=| k”_l_ '|E IAE OOH E'I'7:” MITRE Discovery - Netwark and Active Directory
Pt afioms Execaition and Exfiltrstion - Stealing Sensitive Data
The end gasl s n
parametere ofthe

essment is to mea on capability in crder 10 improve the configuratian
ety technol

cws
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AttacklQ Flex H|AE Ak}

O

AttacklQ Flex= 52 AlE2]|0|d2 Solf 22 =X = Fote == U= Aota 2hEo B S M S L.
SRS AFE Y E HAE 2fo|Eq2|of|A o3| X| S M

2. 41012 3. H1A HY|
E|AE I3 [X|' 22 0| 50t0 =dHote = B AED 22 E[HEAES H3lioh 2{X[0f R = U A Z2H S - ‘= ”oM
Flex H|AE T{3[X| S CH2ZE0HM K. LHEror A0} Ip0| g ELC). 0I mEs 2IME = 5 U U0 HSELIC

Ot 2f o ol 743'—f Flex PortalQ| 24 &4
Of2Hofl 2= StM| .
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AttacklQ Flex E|AE T§3|X]|

Floff A=ILIEOf| A E
|

AEE A
AE QIARBLS BE01D Ha

— o =
ZHAOI HE 2 "HOF X|0] H[O[AZtRI 2[R Of|E2|0| " &= I1X| R¥2 =2 MFE|H, XM= YO|0|E ELCH.

Security Threat
Control Emulation
Baseline
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AttacklQ Flex EH|AE T{3|X| - Security Control Baseline

HOt O] H|O|A2tQ12 HE=ZQIE EDR, AV, AL Yot S =fi2f HOtX|0{2] 2892 HAERLCL

J|1EY 2024E 1€ 30

Security Control Baseline Scenarios (Pl$)

oll= IOIE OHE|HIO|R{ A CHORSH ALA|ZH QLY TIE A Z 2 QIHIXQl 22 THELS O S2|0| A1010] A QIE OHE|u} -
(Endpoint Antivirus) O|HA J|E5E EBE
KPXICH B8t oS HX|BHT K|SE QS 2X[EHT, LI L|EYT JPANTE AL QIAIS HE 8
(Nextgen Firewall) of1, HotHEYZ 3 82 K| Sh= AHM|CH 2t (NGFW)2| 53 S H2
oll = OIE EDR XE2{ E0 AT A 2 O XA M2 TSt CIosH HMINH RS, 7|2 U HAHTTPS)2 iy
(Endpoint EDR) S EDR &fX| 7|52 HS
2= ZE| LHE HEQT0|M QN ZEIXS L2 T S HEYD HA IS HE 29
(Content Filter) T =TSSR T E=E Hin==0Te S =g = A5
o |HOo|M
C2C & H7L{3|0] 4 C2 SA0j| CHSH S|AFO] KO AEHE ToFSHT SIXY HFO{Q| RTHRQI O[&iTt HAF2 Al 10

(Command and control Web Communication)
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AttacklQ Flex H|AE T{3|X| - Threat Emulation

oY

¢Ie ol E22|0| 82 Led Tl SHXL LIS TTPsE ElAESHO MZ2 9IR0f Lt ®o 7|52 ASELIC
J|1ZEY 2024 1€ 30

Threat Emulation Scenarios (714)

CISAAA23-074A Ch=Of HRIXP} Telerik F2AHS 248510 WA U #=0f HiZE 17
CISAAA23-339A 22 HXIS S| HE AMHO| CHSE X 7| HM|AE 2|5 Adobe ColdFusion CVE-2023-26360 A Z 23] 10
CISAAA23-347A 2 A0t 32| HEZ(SVR)2| M MA| Q! JetBrains TeamCity CVE €& 29

HE (Gallium) QYE At AT 15
FEZ20 (Gootloader) LA EE] BokBotS S$F CHeh Al = A I|0| 2 ENHX| 19
Z==3| (Kimsuky) AppleSeedE 283 2RI WT A 2t 7| Bl Hm|Ql 18
d=7| (Kimsuky) ADUE HTML =2 (CHM) DM 2 AL XL 7 [BH 24 Abs 2= 13
H==3| (Kimsuky) HE A2l HE S 0| R = 24 Word &4 14
d=7| (Kimsuky) HOH2H J| 22 T 2 2 ot Office A 2|2 4m[Q! 19
EfXI2A & (Lazarus Group) 3CXDesktopApp a5y &4 19
2tXtREA 15 (Lazarus Group) Dream Job 2 (ClearSky) 11
R AR I} (Mustang Panda) HES A2 o 22 4 Aol 13
L#I2 (Nobelium) SF FHof Chh HA 4m|Ql 16
22|73 (0ilRig) EMM &%) 0l Q& 2EI02 0|0{X|= VBAIIAE 27

2% (QakBot) LotL(Living-off-the-Land) 7|} 2 AISSt 4 AtE 16

22 (QakBot) ISO O|O|X| HHE 2 QI Brute Ratel, Cobalt Strike 8 SharpHound 244 24

2| A|Ct A d 0] (Rhysida Ransomware) Crefot 22 8! X|90] chist 2 2 HH|Ql [Cobalt Strike HH] 21
27/F2{3X (Sogu/PlugX) Hllof of=Z2f|o| M 13
=2t (Turla) 2{A|0F FE=2| "Snake" B0 &Y 19
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AttacklQ Flex HIAE I}3|X] - Endpoint Antivirus

LE|H}O|2{ A

0| Tt If3|X|ofl= UHKOl #4901, HRI0f U EICAR MES AFSSI0] AV 2842 HAESHES A

Ciofst AIL{2|@OF EBIE|0f AULICT. T8t UMK O 2 AV HHX|S SISt "o E7"E ESEILICE

AttackiQi= 1% 810] 22 Tl A AR XE|D 7|2 5|E 20[= PYAE MES SBBHLICY,

2 AILIR|RE YSBHE HAOR CI22E &1 LIF0| 5% C|A30) NYE|H ASHOR 2A=0)

SHSO{ZILICE, Hok 07} ChS Sk AJ2HS 257 9I8H 2f K9] Ato|oj 320 X|210| HBEIL|TY,

Flex'= 8HA] |2 AR 510 Ofi A4Z0| ASHIEN] HEHO2 MOIF=X| SHOIFLICE TAS XESID
. o}

OhE A A SAE 4= U0 20t SHADL Oflof SA|2F ZAISHHE ALt= FXIZ|X| 4S50] ELCh 2ZX] o™
AlLtE| 2 S0 YX|E e = BA|ELICH
EIAED ELHHE Fe| Z2NAS| UREZ #H|E 2 OrZ0[ JA| MAHELICH
* MiniDuke g 2= HES THH AAHIO| X7 * CryptoWall 2015 THH A| A0 X
* Etumbot ot IE MES T A|A=0| MY * CryptoLocker S TfE A|AHO MF
N *2020-04 EIXIRA 02 2 S2I7 obd QU|A BAMS I A|AHIN| X% «2023-01 Lockbit 3.0 2HM4%0] MES mH A|AFR0|| X{%
[IESh=] 2274 A|L2| 2] « 2022-05 Emotet QM XS MEH 2 A P A|AEIO)| X{ &} « Httptunnel Hacktool2 It A|AEIOf X{&
« Emotet(epoch5) 2022-09 DLL ItY-S DY A| AR X% ¢+ 2020-12 ZeroLogon Hacktool & IFY A| AHI| K&
* Locky MES OfE A|AH0H| NF * Hacktool NetcatS It A|AR0H| X7
e WannaCry & MES Tt A| AR X7 » Hacktool MimikatzE It A| AEIO|| X{&f
* Petya HHH901S Tt A|AHIO| X2 * EICAR It S THH A| A0 X
« Conti 1490 2021-08S It A| AEIOf X{% * Zip EICAR THH S T A[AEHOf X%
* BlackMatter $49)0] 2021-102 THY A|ARIOf &% * TXT EICAR It 2 It A|AHRIOf| &
* TeslaCrypt 01 S TH A A0 X% * 0|5 Y=E EICAR OfY S IHY A|ARIO) X7
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AttacklQ Flex H|AE T}2|X| - Rhysida Ransomware

2023 82 9 Trend Micro= 9|2 E22 BXMO 2 A= M2 Rhysida HMY0] 0] CHSH M2 HEE B asiSL|Ct
Rhysidal| 2GAt= 2|2 8& X He|ZL|00]| 7|8HE & 2| = A|ARIQI Prospect Medical HoldingsE A CHE &4 ot A0
AR O] A2 1771 1t 1667 Tz A0 Y2 O|NSLICHL AEE 25 52 Rhysidas I 0|72 S8l TIsHAtS|

A AR EEo 2 A AR HERY S LHoM HAM B S 0|5 &52 X| 52| 28l Cobalt Strike?} B 51 ASHE[USLICE,

0| 34 2T SAXPLALESH= ZIP Y S TR EE6H 0 X Yoh= A2 2 A|&SH T LHof| ZZ2HEl Cobalt Strike HMZ2
HIZ 2 A& E|H, Ol = LIS0| Z2M|A Q1AM EE= 8EAFDLL QMM 2 Solf &l L|CE 0| = Cobalt Strikes 2Q MA Y&, 244
TZNA, CPUSY, AX|E Bt AT EQ0] & 22| Xt A J ot 22 A AR HEHE 2IESL|CH RhysidaE HIZESH | | I8 K=
SILENTKILLO|2H= PowerShell AT ZIEZE A25I0{ EQt AT EQ|0{ 2 Al D H|ZHASISIHLE 0|2 23|817| QI8 M| &S
SUSLICEL ESHATREEEEH AY U2 G, 22 ol 7, A|AH S 2SI 57 S X|UAH
USLILCE,

Rhysida @ 8Xt= PsExecg &880 PowerShell AT ZIEQ} Rhysida 24190 H|
HHZL Al Rhysidas &4 E A|ARIC| B E 22 EEI0|E0| s 2 E DY 2 AlE6}

7|2f ChaCha202 A8t MU S Yo otstl AL rhysida"E F716h= &Y S 3 efL|C

=

* 2023-05 Rhysida °I’d ZIP MZS THY A|AHI0| X{F « HEAF DLL Q1M (Reflected DLL injection)

« wevtutil.exeE Sdlf Windows O|HIE 271 X[7| o IFYU AMY| A|LF2| 2
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AttacklQ MITRE ATT&CK

= MITRE ATT&CK XMEA = 20223 HA £|1C| BAS £ MH

* MITRE Engenuity CTID(Center for Threat-Informed Defense) « eSecurity Planet 2022 AIO|HEQIX|E O{}E £| 2| BAS £F M M
il HHZ AO|H O I M S flet 35 S+ X R =

ATTACKIQ

Center for
Threat-Informed

I I === MITRE Center for Threat Defense
=== ENGENUITY. | Informed Defense

Best Breach and Attack

RESEARCH PARTNER

« AttacklQ ZeHEZ - MITREATT&CK I Y3A &Y

| Simulation (BAS) Solution:
AttacklQ

Best Breach and Attack Simulation (BAS) Solutlon
AttackiQ

Winner: AttacklQ

Finalists: Cymulate, Picus Security

The top solution in the emerging breach and attack simulation (BAS) sector belongs
to San Diego-based AttacklQ. Competing with upstart BAS vendors like Cymulate

and Picus Security, AttacklQ's platform, capabilities, and user reviews impressed us

the most. The AttacklQ Security Optimization Platform offers a friendly user
interface, MITRE-informed threat intelligence, and real-time testing of an

organization’s defensive posture.

See our full list of the Top BAS Sclutions.
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AttacklQ Awards
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AttacklQ Customers
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AttacklQ Community

AttacklQ Academy

MITRE ATTRCKEE HE & 314,
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Informed Defense
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Purple Hats s

Purple Hats
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Informed
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https://www.academy.attackiq.com/
https://www.attackiq.com/who-we-are/center-for-threat-informed-defense/
https://www.purplehats.org/

YOUR ATTENTION

Contact us:

© MBA|MXTOMYZ 102 5, ML 75 (F) AT ERIO|EA|FE|E]
R, 02-6052-5701
X pr@softwidesec.com

@-ﬁ\ www.softwidesec.com
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