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June 17, 20:
5*" EH PC’:I' Criminal IP analysis report on zero-day vulnerability in Atlassian Confluence
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500 AlSpera 202228 05:48 . . . . L
1723 Alspera 302219 0639 = June 3, 8 p.m.: Atlassian released security updates to address vulnerabilities.
1723 AlSpera 2022.1.9 06:39

500 AlSpera 202228 05:48
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e Webshell that was also used for MS Exchange
B C=x=o02tns Server attacks
=0| Ao ZZHojM “'41%%%
m“:ﬂ 0] AlE S |px».§ According to Volexity, attackers could exploit CVE-2022-26134 to upload a
L XSS AHA19) 9 webshell, particularly the China Chopper, a notorious security vulnerability issue
0K} P FAE 27| 7|42 iS4 I:oﬂ . N(V'rtual Private that was also used during the last Microsoft Exchange Server crisis. If the hacker
Ne‘twolk), Prony, Tor(The Onion RoutenZ S3| AT Ip FAE 27| Al=0| Qick v penetrates the server and uploads this webshell, attackers can access the server
freely even if the zero-day security patch is up to date.
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Thank you

E-mail

support(@aispera.com

Tel

02-6419-1090

Website

https://www.criminalip.io/ko
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