DDoS Attack Defense List

TCP SYN Flooding

TCP SYN-ACK Flooding
TCP RST Flooding

TCP FIN Flooding

TCP ACK Flooding

TCP URG Flooding

TCP PSH Flooding

TCP XMAS Flooding
TCP MISC Flooding

TCP Land2 Attack

TCP CPS, Session, BPS, PPS Rate-Limit
TCP Open Connection
TCP No Data Connection
TCP Invalid Port Attack
TCP Invalid Flag Attack

TCP Invalid Header Length Attack

FTP Direction Traversal Attack
FTP Bounce Attack
FTP User Name Overflow

FTP/Telnet Escape Sequence Detect

CERTIFICATIONS

HTTP Flooding

HTTP Post Attack (Session, IP)

HTTP Caching Behavior Anomaly
(CC, Circle Attack)

HTTP Slow loris Attack

HTTP Request Anomaly Attack

HTTP XFF Field Based Defense

HTTP Invalid URI Length Attack

HTTP Slow Read Attack (Session, IP)
HTTP Repeated Pattern Flooding Attack
Server Behavior Anomaly Attack

Slow Read Attack

SSL Renegotiation Attack

SQL Query Flooding Attack

ICMP Flooding

ICMP Echo Request Flooding
ICMP Echo Replay Flooding
ICMP Unreachable Flooding
ICMP BPS, PPS Rate-Limit

ICMP Ping of Death Attack

UDP Flooding

UDP Invalid Header Length Attack
UDP Land2 Attack

UDP BPS, PPS Rate-Limit

UDP Invalid Port Attack

DNS Request Flooding

DNS Response Flooding

Request Flooding
Response Flooding

Malformed Message

Hardware Specification
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4 Core

16 GB

1TB

2 Gbps
8 (max 32)
8 (max 16)

Redundant (460 Watts)
2U (431 x 600 x 88)
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10 Core
32 GB
2TB
4 Gbps (MAX 20 Gbps)
8 (max 32)
8 [max 16)
- (max 8)
Redundant (600 Watts)
2U (431 x 600 x 88)
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8 Core x 2EA
32 GB
27TB
20 Gbps (MAX 100 Gbps)
- (max 32)
- (max 24)
8 (max 24)
Redundant (1010 Watts)
3U (431 x 664 x 132)
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SECUI MFD is Designated for DDoS Attack Prevention System
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DESIGNATED FOR DDoS ATTACK PREVENTION SYSTEM
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Security Information Center Smart Threat Management

AlFOt0| ERE=2MIE Rt HAISHH
21 o HA =

QSHZ|A|AEIOI STMS(SECUI TMS)2} HEE S5
HOt QI3ol| LSt X 7| Ol 2K HIA =

A 2
- DDoS & A|TLIMQ| X|&HQl HH|0|E - SY A ZLUHE, 2O 22| S SR AE Vs S
- S2ARC J[He| ety TE BMZ Salf o - SECUI MFD, SECUI MF2, SECUI MFI MIZ2| HE 2A 2 2[& 22|
OIMACE HHESH= S| AE o Az
1o = — =2
_ _ _ ~ T of|gt
- 64H|E 05, .+ CHERZ)/CHAIS . 55 ool . £3 DUER SE= A oY
%E|ﬂ0‘| X|% DDoS gz" %Fﬂ E_J =2 EEHH’EI ’ %I)\w_l’ EH¢|EE Jp— ol Me xjj= SECUI SECUI
- Ezje) 2AF 72| 2 AHEH(SM DDE) * In-Line & - EIOF M A TR TP S [h el MFD MFD
HE|ZO| FXE} J|e * Snort, PCRE X|¥ Out-of-Path 714 MM 2O Y 2EE - X T Emer me
(SC FDE) * Anti-Botnet @r — A a ) Lk SECUI SECUI
H xra e g | adlllld
* Wired-Speed X& EC R i:c A e P |0 MF2 MFE2
k s : seECUl <ecul
AlIALIA DB MF1 MFI

Zaa|AE DB



